MamaTtKa gna obyuatowmxca 06 nHpopmauymnoHHoi 6e3onacHOCTU

CeTesquK.leg — TBOW r1aBHbI COBETUYMK B CETMU.

3pech Tbl MOXKeLUb Y3HaTb 0 6€30MaCHOCTM B CETU MOHATHBIM U AOCTYMHbLIM A3bIKOM, 3 NPK
BO3HWMKHOBEHMM KPUTUYECKOM CUTYyaLMM 06PaTUTBLCA 33 COBETOM. A TaKKe NPUHATb y4acTMe B KOHKypcax
M CTaTb CaMbiM LMPOBbIM rparkaaHMHOM!

HENb3A

Bcem noapaa coobuiatb CBOIO YaCTHYIO MHGOPMaUMIO (HacToswme uma, bamunuio, TenedoH, agpec,
HOMEp LWKOJIbl, @ TaKXKe poTorpadumn cBom, CBOEW CEMbU U ApYy3eit);

OTKpbIBaTb BNOXKEHHbIE pali/ibl 3/IEKTPOHHOM NOYTbI, KOTA4a He 3Haelb OTNPaBUTENS;
pybuTb, NPUANPATLCS, OKa3blBaTb AaB/ieHNE — BECTU cebs HEBEK/INBO M arpeccuBHo;
He pacnopsikaiica geHbramm TBO€el ceMbmn be3 paspelleHmsa cTaplumMx — BCcerga cnpawumsai pogutenen;

He BCTpeyaica ¢ MHTEPHET-3HAKOMbIMW B PeasibHOM XMU3HU — NOCOBETYMNCA CO B3POC/bIM, KOTOPOMY
JoBepsellb.

OCTOPOXHO

He Bce nMwyT npasay. YuTtaewb o cebe HenpaBay B MHTepHeTe — coobLum 06 3TOM CBOMM poauTeNam
WY ONeKyHam;

MpurnawaloT NnepenncbiBaTbCA, UrpaTb, 0OBMEHMBATLCA — NPOBEPb, HET 1M NOABOXA;
HesakoHHOe KonunposaHue $aitnos B IHTepHeTe — BOPOBCTBO;
Bcerpa pacckasbiBail B3poc/ibim 0 npobemax B CETM — OHM BCeraa nomoryT;

Mcnonb3yi HacTpoWKkn 6€30MacHOCTM U NPUBATHOCTU, YTOObI HE NOTEPATb CBOW aKKayHTbI B COLMAbHbIX
CeTaAX U Apyrux nopTanax.

MOXHO

YBaxal gpyrux nonb3osartene;

Monb3yelbcA MHTEPHET-UCTOYHUKOM — ieNald CCbIIKY Ha Hero;
OTKpbIBali TONbKO Te CCbINIKK, B KOTOPbIX YBEPEH;

O6pallaTbca 33 NOMOLLBIO K B3POCAbIM — POAUTENM, ONEKYHbI U aAMUHUCTPALMA CauTOB Bceraa
NoMOryT;

Mpoian obyyeHue Ha caiiTe «CeTEBMYOK» M NOAYUM NacnopT uMdpPOBOro rpaxaaHuHa
NHdopMaumMoHHan namaTKa ans obyyatowmxca gaa pasmelleHna Ha opuLManbHbIX MHTEPHET-pecypcax

C KaXkablm rogom MOI0AENKN B MHTepHeTe CTaHOBUTCA 6OJ'IbLLIe, a WKOJIbHUKN O4HUN N3 CaMbIX aKTUBHbIX
nonb3oBaTene PyHeTa. Mexay Tem, NOMMMO OFPOMHOIO KONMYeCcTBa BO3MOHOCTEN, UHTepHeT HeceT
n I'IpO6J'IeMbI. OTa NamMATKa A0XKHa NOMOYb Tebe besonacHo HaXo4uTbCA B CETU.

KomnoeromepHoie supycol

KOMFIbIOTeprIlZ BUPYC — 3TO Pa3HOBUOHOCTb KOMMNbKOTEPHbIX NPOrpamm, OTINYUTENIbHOM
0C06eHHOCTbIo KOTOpOVI ABNAETCA CNOCOBbHOCTb K pPa3smMHOXKeHUI0. B 4ONOAHEHWE K 3TOMY BUPYCbl MOTYT
nospeanTb Nan NONTHOCTbIO YHUYTOXUTL BCE d)aﬁl'lbl N AaHHble, NOOKOHTPOJIbHbIE M0/1b30BaTENHO, OT
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MMEHM KOToporo bbisa 3anyLLeHa 3apa*kKeHHaa NpPorpaMmma, a TakKe NoBpeauTb UAN AaXKe YHUUTOXKUTb
onepaLmMoHHYO CUCTEMY CO BceMU dalilaMu B LLeSIOM. B 60NbLUIMHCTBE CayYyaeB PacnpoCcTpaHAoTCs
BUpYycCbl Yepes UHTepHeT.

MeToAapl 3aWmTbl OT BPEOOHOCHbIX NpOorpamm:

Mcnonb3yii coBpeMeHHbIe OnepaLMoHHbIe CUCTEMBI, UMEIOLLME CePbe3HbIN YPOBEHb 3aLLUMTbI OT
BPEAOHOCHbIX NPOrpamm;

MocToAHHO ycTaHaBAMBaM NaTtyun (LMdpoBbIe 3aN1aTKMU, KOTOPbIE aBTOMATUYECKM YCTaHAB/IMBAIOTCS C
Lenblo A0PaboTKN NporpaMmbl) U Apyrne o6HOBAEHUA CBOEM onepaLMoHHON cucTembl. CKaunBam nx
TONbKO C opULManbHOro caita paspaborunka OC. Ecam cywecTByeT perkMm aBTOMaTUYECKOrO
06HOBEHUS, BK/IIOUYU €rO;

PaboTtali Ha cBoem KOMNbIOTEPE NOoA4 NpaBaMu NON1b30BAaTENIA, @ HE aAMUHUCTPATOPA. OTO He NO3BOAUT
60ﬂbLLIMHCTBy BPEOOHOCHbIX NPpOorpaMm UMHCTAaNNINPOBATLCA Ha TBOEM NEPCOHA/IbHOM KOMMbIOTEPE;

Mcnonb3yii aHTUBMPYCHbIE MPOrpamMmmMHble NPOAYKTbI U3BECTHbIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBeHnem b6a3s;

OrpaHuyb GU3MYECKUIA JOCTYN K KOMMNbIOTEPY A8 NOCTOPOHHUX JNLL;

Mcnonb3yii BHEWHWE HOCUTENN MHDOPMALLMKM, TaKME KaK daeLlKa, ANCK uan dpaiin u3 UHTepHeTa, TO/IbKO
M3 NPOBEPEHHbIX UCTOYHUKOB;

He oTKpbiBalii KOMNbloTepHble ¢aitbl, NONYYEHHbIE N3 HEHAAEKHbIX UCTOYHWKOB. [axe Te daiinsbl,
KOTOpble Npucaan TBOM 3HAKOMbIN. Jlydlle YTOYHM Yy HEro, OTNPaBAAA N OH Tebe uXx.

Cemu WI-FI

Wi-Fi — 310 He BMA, nepeaaym AaHHbIX, HE TEXHO/IOMMA, a BCEro Anlib 6peHa, mapkKa. Ewe B 1991 roay
HUAEpPNaHACKas KOMNaHuA 3apernctpupoBana bpeHa « WECA», uto 0603Ha4ano cioBocoYeTaHme
«Wireless Fidelity», koTopblii nepeBoanTCA Kak «becnpoBoaHan TOYHOCTbY.

[lo Halero BpemeHu aowna apyran abbpesmnatypa, KoTopan ABAAETCA TAKOM e TexHoaormen. 3to
abbpesunatypa «Wi-Fi». Takoe Ha3BaHMe 6blIO @HO C HAMEKOM Ha CTaHAAPT BbICLUNI 3BYKOBOW TEXHUKM
Hi-Fi, 4uTo B NepeBoAe 03HaYaeT «BbICOKAA TOYHOCTbY.

[a, 6becnnatHbI MHTEPHET-A0CTYN B Kade, OTeNsAX U aaponopTax ABAAETCA OTIMYHON BO3MOMKHOCTbIO
BbIx0Aa B MIHTepHeT. Ho MHOrMe sKcnepTbl cYMUTatoT, YTo 0beaoctynHble Wi-Fi ceTu He aBastoTca
6e3onacHbIMM.

CoseTbl N0 6e3onacHocTM Npu paboTe B 06LLe80CTyNHbIX ceTax Wi-Fi:

He nepegasali cBolo MYHyto nHGopMaumio Yepes obweaoctynHble Wi-Fi ceTn. PaboTan B HUX,
enaTesbHO He BBOAMTb Napo/iv A0CTYNa, IOTUHbI U KaKMe-To HOMepa;

Mcnonb3syii U 06HOBAAN aHTUBUPYCHbIE NPOrpammbl M 6paHamayap. Tem cambimM Tbl o6e3onacuilb cebn
OT 3aKayKu BMpYyCa Ha TBOE YCTPOWCTBO;

Mpu ncnonbzosaHmm Wi-Fi oTknoum dyHKumio «06wmii goctyn K paiinam 1 npuHTepamy». [laHHas
bYHKLUMA 3aKpbITa MO YMOYAHUIO, OAHAKO HEKOTOpPbIE NO/b30BaTe/IN aKTUBUPYIOT ee AnA yaobcTea
NCNoNb30BaHUA B paboTte nnu yuebe;

He ucnonb3yii ny6anuHbiii Wi-Fi ana nepegayum MYHbIX AaHHbIX, HANpUMep, 414 BbIX04a B COUMabHble
CETU NNV B 3NEKTPOHHYIO NOYTY;



Mcnonb3yn TONbKO 3almnLLeHHOe coeanHeHne Yyepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO «https://»;

B mobunbHom TenedoHe oTkAoumn dyHKumto «MogkntoueHne K Wi-Fi aBTomaTtnueckn». He gonyckai
aBTOMATMYECKOro NOAKAOUYEHMA YCTPolcTBa K ceTam Wi-Fi 6e3 TBoero cornacus.

CoyuanwbHble cemu

CoupanbHble CETM aKTUBHO BXOAAT B HALLY M3Hb, MHOTME NtoAM paboTatoT U XKUBYT TaM NOCTOAHHO, a B
Facebook yxe 3apernctpupoBaH MUAINAPA YENOBEK, YTO ABNAETCA OAHOM CeAbMOM BCEX KUTenemn
nnaHeTbl. MHOIMe NONb30BaTE/IM HE MOHMMALOT, YTO MHGOPMALUS, pa3MeELLEHHaA UMW B COLMA/IbHbIX
CEeTAX, MOXKET ObITb HallAeHa N UCMO/Ib30BaHa KEM YroaHO, B TOM YMcC/ie He 0bA3aTenbHO ¢ 61armumum
HamepeHUsMMU.

OcHoBHble coBeTbI N0 6€30MNaCHOCTU B COLMAJbHbBIX CETAX:
OrpaHuyb CNUCOK apy3eit. Y 1eba B Apy3bAx He A0MKHO ObITb CAyYaliHbIX U HE3HAKOMbIX N0AeN;

3awmiLal CBOK YacTHYHO XU3Hb. He yKasbiBan naposau, TenedoHsbl, agpeca, 4aTy TBOEIO POXKAEHUS U
APYTYIO IMYHYI0 MHGOPMALMIO. 3/TOYMbILLJIEHHUKM MOTYT UCMO0J1b30BaTh Aaxe NMHGOPMaLMIO O TOM, KaK
Tbl U TBOM POAUTENN NAAHMPYETE NPOBECTU KaHUKY/bI;

3awmiLai CBo penyTaumio — AepKKU ee B YNCTOTe M 3agaBai cebe Bonpoc: XxoTen 6bl Tbl, YTOOLI Apyrue
NoNb30BaTeNM BUAEM, YTO Tbl 3arpyKaewwb? MNoaymaln, npexae yem Yto-To onybankosaTb, HanNnUcaTb U
3arpysutb;

ECNv Tbl TOBOPULLb C N0AbMM, KOTOPbIX HE 3HAELb, HE UCNOb3YIN CBOE PEaNbHOE UMSA U APYTYIO
JIMYHYI0 MHOOPMALIMIO: UMS, MECTO KUTE/IbCTBA, MECTO y4ebbl 1 npoyee;

MN3berait pasmelieHma poTtorpaduii B UHTEepHETE, rae Tbl M306parkeH Ha MECTHOCTU, MO KOTOPOI MOXKHO
onpeaenunTb TBOE MECTONONOKEHNE;

Mpu perucTpaumm B COLMaNbHOM ceTU HeOBXOAMMO UCMOb30BaTb CI0XKHbIE MAPO/IM, COCTOALLME U3
6YKB 1 LMP M C KOIMYECTBOM 3HAKOB He MeHee 8;

[ns coumanbHoM ceTn, NoYTbl U APYrUX CaiTOB HEOBX0AMMO MCNONb30BaThb PasHble Napoau. Toraa ecam
Tebs B3/10MatoT, TO 3/10YMbILWAEHHWUKM NOAYYaT A4OCTYN TONbKO K 04HOMY MECTY, a He BO BCe Cpasy.

3neKmpoHHble deHbau

INEeKTPOHHbIE AEHbIM — 3TO OYeHb YA0OHbIV CNOCO6 NaaTeXen, 0AHAKO CYLLECTBYIOT MOLUEHHWUKM,
KOTOpPble XOTAT NO/IY4YUTb 3TN OEHblrA.

3ﬂeKTpOHHbIe AeHbrn noasnAnNCb coecem HeaBHO U UMEHHO U3-3a 3TONo0 BO MHOIMX rocygapcreax Ao
CnX NOpP HE NPONNCAaHO NPO HMNX B 3aKOHaX.

B Poccum ke oHM GYHKLMOHMPYIOT U O HUX Y3Ke NPOMNMUCAHO B 3aKOHE, rAe UX PasgenatoT Ha HECKObKO
BWO0B — aHOHMMHbIE U HE aHOHWMHbIE. Pa3HUL,a B TOM, YTO aHOHUMHbIE — 3TO T, B KOTOPbIX
paspeluaeTca NPoOBOAUTL Onepaunm 6e3 naeHTMdMKaLMm Nob30BaTeNs, a B HE aHOHUMHbIX
naeHTMdPMKaLMM Nob30BaTeNs ABAAETCA 06A3aTeIbHOMN.

Takxe cnenyet pa3zindaTtb 3/IEKTPOHHbIE d)MaTHble AeHbrn (paBHbI rocygapCTtBeHHbIM BaJ'IIOTaM) n
91EKTPOHHbIE Hed)VIaTHble AeHbrn (He PaBHbl rOCYy4apCTBEHHbIM Bal'IIOTaN\).

OcHoBHble coBeTbl No 6e3onacHom pa60Te C 9N1EKTPOHHbIMU AEHbraMu:



MpuBAXKKU K c4eTy MOBUAbHBIN TenedoH. ITO cambli YAO0OHbIN M BbICTPLIN CNOCO6 BOCCTAaHOBUTL A0CTYN
K cueTy. MNpuBasaHHbIA TenepoH NOMOIKET, eciv 3abyaellb CBOM NAATEXKHbIM NApPO/ib UK 3anaeLlb Ha
CalT C HE3HAKOMOTO YCTPOICTBA;

Mcnonb3yii ogHopas3oBble Naponu. MNocne nepexona Ha yCUEHHYO aBTopm3aumio Tebe yke He byaert
YrpOXKaTb ONAaCHOCTb KPaXkM UM NepexsaTa NaaTeXKHOro naposs;

Bbibepu cnoxKHbIM Naposib. MpecTynHUKam byaeT He NPOCTO yrafaaTb C/0XHbIM Napoab. HagexKHble
Nnapo/ivM — 3TO NAPON, KOTOPbIE COAEPKAT HE MeHee 8 3HAKOB M BK/IOYAIOT B ceBA CTPOYHbIE U
NPOnNUcHble BYKBbI, LMPPbI U HECKONIbKO CUMBOJIOB, TaKME KaK 3HaK gonnapa, GyHTa, BOCKANLATENbHbIN
3HaK 1 T.n. Hanpumep, StRONg!;;

He BBOAM CBOM /INYHbIE AaHHbIE HA CalTax, KOTOPbIM He A0BeEpsELlb.
neKmpoHHaa nouma

NeKTPOHHaA NoYTa — 3TO TEXHO/I0TMA U NPeAoCTaBAAeMble €0 YCAYTU NO NEPECbIIKE U MOAYYEHUIO
3N1EKTPOHHbIX COOBLLEHMI, KOTOPbIE pacnpeaensaoTca B KOMMNbOTEPHOM ceTU. O6bIYHO 3N1EKTPOHHbIN
MOYTOBbIN ALLMK BbIMAAUT CAeAyoWmMm 06pasom: MMA_M0Ab30BaTENA@MUMA_AoMeHa. TakxKe Kpome
nepegayn NPocToro TeKCTa, MMeeTcs BO3MOMKHOCTb Nepeaasatb aiibl.

OcHoBHble coBeTbl No 6e30nacHon paboTe € 3/1IeKTPOHHOM NOYTOM:

Hapgo BbIbpaTb NpaBWIbHbIN NOYTOBLIN cePBUC. B IHTEpPHETE ecTb OrPOMHbIN BbIGOP 6ecnaaTHbIX
MOYTOBbIX CEPBMUCOB, OAHAKO /ydlle AOBEPATb TEM, KOFO 3HaEllb U KTO MepBblii B PEUTUHTE;

He yKasbiBail B IMYHOM NoYTe ANYHYIO MHbOpMaLmio. Hanpumep, nydile BbibpaThb
«MY3blKa/lbHbIN_daHaT@» nam «pok2013» Bmecto «Temalld»;

Mcnonb3yit ABYX3TaMHY aBTOPU3aLMIO. ITO KOraa NOMUMO Napos HY>KHO BBOAUTb KO, MPUCHIIAaEMbI
no SMS;

Bblbepn cnoHbI Naponb. s KaxKaoro noYToBOro ALLMKA A0KEH ObITb CBOM HAaAEeKHbIN, YCTONYMBbLIN
K B3/10MY Mapob;

EcnM ecTb BO3MOXKHOCTb HanMcaTb CaMOMYy CBOM IMYHbIV BOMPOC, MCMO/b3YI 3TY BO3MOMKHOCTb;

Mcnonb3yi HECKONBbKO NOYTOBBIX ALWMKOB. MepBbIit 418 YaCTHOW Nepennucku ¢ afpecaTamm, KOTOPbIM Tbl
[oBepsAeLlb. ITO 3/1eKTPOHHbIV aApec He HaZlo MCNONb30BaTb NPY PErUCTPaLLMM Ha GOPyMax U caifTax;

He oTKpbiBait paiinibl 1 Apyrue BAOKEHMA B MUCbMaX AaXKe eC/M OHM NPULLAIM OT TBOMX gpy3eit. Jlydwe
YTOYHU Y HUX, OTNPABAAAM N OHU Tebe 3Tu daiinbl;

MNMocne okoHYaHMA paboTbl HA NOYTOBOM CEpPBMCE Nepes, 3aKpbITUEM BKAALKM C CaliTOM He 3abyab
HaXkaTb Ha «BbINTW».

KubepbynnuHa unu supmyanbHoe uzdesamesnbcmeo

KnbepbynnuHr — npecnegosaHme cooblLeHNAMM, CoaepKaLLMMmN ockopbaeHus, arpeccutio,
3anyrmBaHue; Xy/IMraHCTBO; COLManbHOe BOMKOTUPOBAHME C MOMOLLBIO PA3/IMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynnMHrom:

He 6pocaliica B 60i. Jlyuwunin cnocob: NocoBeToBaTLCA Kak cebs BECTU U €C/IM HET TOT0, K KOMY MOXKHO
06paTUTLCSA, TO BHAYase YCNOKOoUTbCA. ECM Tbl HauHelwb 0TBeYaTb OCKOPHAEeHUAMM Ha OCKOopbAeHMS, TO
TOJIbKO eLle 60/blie pa3oXkKelb KOHOINKT;

Ynpasnai ceoei kKubeppenytaumei;



AHOHMMHOCTb B cCeTU MHMMasA. CyLLecTByIOT cnocobbl BbIACHUTb, KTO CTOMNT 3@ aHOHUMHbIM aKKayHTOM;

He cTonT BeCTU XynuraHcKuii obpas BUPTYanbHOM XKM3HU. MHTepHET UKCMpPpYeET BCe TBOM AEUCTBUA U
CoXpaHsaeT ux. Yaanutb ux byaeT KpaitHe 3aTpyaHUTENbHO;

Cobntopait cBoM BUPTYasIbHYIO YEeCTb CMOJIoAY;

UrHopupyi eAnHUYHBIN HeraTue. OgHOPA30Bble OCKOPOUTENbHbIE COODLLEHMA IyYLLE NTHOPUPOBAT.
Ob6bI4HO arpeccus NpeKpaLLaeTca Ha Ha4yabHOM CTaamu;

baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM COOBLLEHNAMM, B COLMAbHbBIX CETAX €CTb
BO3MOXHOCTb 6/I0KMPOBKM OTNPABKKU COOBLLLEHUI C ONpeseneHHbIX aapecos;

Ecan Tbl cBMAeTENb KNbEepbynnanHra. TBou A4eicTBUA: BbICTYNUTb NPOTUB NpecneaoBaTens, NnokasaTb
eMy, YTO ero AeinCTBMSA OLLeHMBAIOTCSA HeraTMBHO, NOAAEPKATb KEPTBY, KOTOPOM HYKHa
NMCUXOI0MMYECcKan NoMOLLb, COOBLLUTL B3POC/bIM O paKTe arpeccMBHOro NoBeaeHus B CETU.

MobunbHbili menegoH

CoBpemeHHble cMapTdOHbI U NAAHLLETbI COAEPKAT B cebe BnosiHe B3poC/ibl PYHKLMOHAN, U TEMEPb
OHM MOTYT KOHKYPMPOBaTb CO CTaLMOHAPHbIMM KOMMbloTepamn. OHaKO CpeAcTB 3alnTbl ANA
NoAo6HbIX YCTPOWCTB NOKa 0YeHb Masio. TeCTUPOBaHUE N MOUCK YA3BMMOCTEN B HUX NPOUCXOAUT He TaK
WMHTEHCUBHO, KaK ana MK, To ke camoe KacaeTca N MOBUAbHbIX MPUNOXKEHUIA.

CoBpemeHHble MobubHble Bpay3epbl y3Ke NPaKTUYECKN A0rHaM HACTO/IbHbIE aHANO0MM, OAHAKO
paclimpeHne pyHKLMOHaNa BneYeT 3a C060i 6ONbLIYIO CNOMKHOCTb U MEHbLLYIO 3aLLMLLEHHOCTb.

[aneko He BCce NPOU3BOAMTENN BbIMYCKAOT 06HOBEHNA, 3aKPbIBaOLME KPUTUYECKME YA3BUMOCTM A1A
CBOMX YCTPOWCTB.

OcHoBHble coBeTbl A1a 6e3onacHOCTU mobuabHoro TenedoHa:

Huyero He ABAAeTCA No-HacToAwemy 6ecniaTHbIM. byab OCTOpOsKeH, BeAb Koraa Tebe npegnaratort
6ecnaaTHbI KOHTEHT, B HEM MOTYT BbiTb CKPbITbl KaKMe-TO NiaTHbIe YCayru;

Oyman, npexge yem otnpasuTb SMS, doTo nnm Buaeo. Tbl TOYHO 3HaELWD, r4e OHW ByAyT B KOHEYHOM
utore?

HeobxoaMmo 06HOBAATL ONEePALMOHHYIO CUCTEMY TBOEFO CMapTPOHa;
Mcnonb3ayii aHTUBUPYCHbIE NPOrpaMmmbl g8 MOBUAbHbLIX TenedoHOB;

He 3arpy»ait npunoxKeHUs oT HEM3BECTHOTO UCTOYHWKA, BEAb OHW MOTYT COZlepXKaTb BPeLOHOCHOE
nporpammHoe obecneyeHue;

Mocne Toro Kak Tbl BblAeLb C caiTa, rae BBOAUA NMUYHYIO MHbOPMaLMIO, 3aiamn B HacTPOMKK Bpay3epa
n yganu cookies;

Mepunoanyeckn nposepsaii, Kakue NaaTHble YCAYrM aKTUBUMPOBaHbI Ha TBOEM HOMEDE;

[aBait cBoit Homep MobunbHOro TenedoHa TO/IbKO /I0AAM, KOTOPbIX Thl 3Haellb U KOMY A0BepAELLb;
Bluetooth gonkeH 6bITb BbIKAKOYEH, KOTAa Tbl UM He Nonb3yelbea. He 3abbiBait MHOrAa NpoBepsTh 3TO.
Online uepbi

CoBpeMeHHble OHMIaNH-UTPbl — 3TO KpPacoyHble, 3aXBaTbiBaloWMe passedyeHmns, 0bbeanHAWMe COTHU
TbICAY YENOBEK MO BCemMy MUpy. IrpoKmM nccnegytoT AaHHbIM MM MUP, 0BLLAIOTCA APYT C APYTOM,



BbINO/THAIOT 3a4aHUA, CPaAXKAOTCA C MOHCTPaAMU U NMNONYyHaloT ONbIT. 3a YA0BO/1bCTBME OHUN NNATAT:
NOKyNakT AUCK, ON1a4nBaloT aboHeMeHT unu an06peTa+0T Kakne-To onuunun.

Bce 3Tv cpeacTBa MAYT Ha NoaaeprKaHue M pPa3BUTUE UIPbl, @ TaKKe Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPU3ALLMM, BbIMYCKAOTCA HOBblE NaTuu (LMdpoBbie 3anaaTku ans
nporpammy), 3aKpblBaOTCA YA3SBUMOCTN CEPBEPOB.

B I'IO,EI,O6HbIX Urpax CToOUT onacaTbCA HE CTOJZIbKO CBOUNX COMNEPHUKOB, CKOJZIbKO Kpa*X1 TBOEro naponan, Ha
KOTOPOM OCHOBaHa CUCTEMA aBTOpPU3aL NN 60/1bLINHCTBA urp.

OCHOBHble coBeTbl Mo 6€30MacHOCTM TBOErO UFPOBOTO aKKayHTa:

Ecnv ppyroii Urpok BeaeT cebs NNoxXo uam cosgaet Tebe HeNPUATHOCTU, 3a6IOKMUPYI ero B CNMcKe
WrPOKOB;

ﬂomanyﬁcn AOMUHUCTPATOPAM UTPbl Ha NJI0OX0E noBeaeHME 3TOro UrpokKa, Kenate/sibHO NPUIO0KUTb
KaKne-To AOKa3aTe/ibCTBa B BUAe CKPUHOB,

He yKasbiBalt IMYHYIO MHbOPMaLMIO B npodaiiie urpbl;
YBaxkaih Apyrux y4aCcTHUKOB MO Urpe;

He yctaHasimBali HeoduManbHble NAaTYN U MOAbI;
Mcnonb3yii CNOXKHbIE W pasHble Naponu;

[laXke BO BpEMA UrPbl HE CTOMT OTKAKOYATb aHTUBMPYC. MOKa Tbl Urpaellb, TBOW KOMMbIOTEP MOTYT
3apasuTb.

duwuHe unu Kpax<a /IUMHbIX OaHHbIX

O6bIuHOM KpaXkel AeHer U AOKYMEHTOB CEroAHsA y¥Ke HUKOro He YAUBULIb, HO C Pa3BUTUEM UHTEPHET-
TEXHONOTUI 3N10YMbILLNEHHUKN NEPEMECTUINCL B IHTEPHET, M MPOA0/KAIOT 3aHUMATbLCA «N1H0BMMbIM»
OEeNoM.

TaK nosiBUIacb HOBas yrpo3a: MHTEPHET-MOLLIEHHUYECTBA UM GULLKHT, FTaBHAA LLe/ib KOTOPOro COCTOUT
B NOAy4eHMM KOHOMAEHUMANbHBIX AaHHbIX NO/b30BaTeNe — NOTMHOB M Napoaei. Ha aHraniickom
A3biKke phishing unTaetca Kak ¢puwmHr (ot fishing — pbibHas nosna, password — naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PUNHIOM:

Cnepu 3a cBoMM dKKayHTOM. Ecan Tbi noaospesaellb, YTO TBOA aHKeETa 6bina B3/IOMaHa, TO HEO6XOLI,VIMO
3a6/'IOI-(MpOBaTb eeun COO6LLI,MTb AAMUHUCTPATOPaM pecypca 06 3TOM KaK MOXHO CKopee,;

Ucnonb3yii 6esonacHble Beb-caliTbl, B TOM YMUC/Ie MHTEPHET-MarasmMHoOB U MOUCKOBbIX CUCTEM;

Mcnonb3yii CNoKHble U pasHble Naponun. Takum 06pa3om, eciv Tebs B3I0MatoT, TO 3/10YMbILLAEHHUKM
NoAy4YaT AOCTyN TONbKO K 04HOMY TBOEMY NPOdUAI0 B CETH, @ HE KO BCEM,;

Ecnu Tebs B3nomann, To HeobxoAMMO nNpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble A06aBneHbI y
Tebs B Apy3bax, 0 TOM, UTO Teba B3/lOoMann 1, BOSMOXKHO, OT TBOEro MMeHM ByleT pacchinatbca cnam u
CCbI/IKM Ha GULUMHIOBbIE CalTbl;

YcTaHoBM HaaeHbIl naposb (PIN) Ha MOBUAbHBLIN TenedoH;
OTK/IlOYM CcoXpaHeHue napons B bpaysepe;

He oTKpbIBal palisibl U gpyrve BAOXKEHUS B MUCbMAX AaXKe eCiv OHW NMPULLIK OT TBOMX Apy3ei. Jlydwe
YTOUHW Y HUX, OTNPABAAAN N OHU Tebe 3TK daibl.



Hugpoeas penymayus

UundpoBsan penyraums — aTo HEraTMBHAaN UM NO3UTUBHAA MHPOPMALIMA B CETU O Tebe.
KomnpomeTupytowan nipopmaumsa, pasmelieHHan B UIHTEPHETE, MOXKET cepbe3HbIM 06pasom
OTPa3uTbCA Ha TBOEWN peanbHOM Kn3HU. «LindpoBas penytauma» — 3T0 TBON UMUAK, KOTOPbIN
dopmmpyetca us nHpopmaumm o Tebe B IHTepHeTe.

TBOE MECTO *KUTEIbCTBA, y4ebbl, TBOE GMHAHCOBOE NOJIOXKEHNE, 0COOEHHOCTN XapaKTepa MU paccKasbl O
61M3KNX — BCE 3TO HaKan/IMBaeTCcA B CETU.

MHorve NoApPOCTKN NEFKOMbICIEHHO OTHOCATCA K NyB6AMKALMM IMYHOM MHbOopMaunn B UHTepHeTe, He
NOHMMas BO3MOMKHbIX NOC/ieacTBMiA. Thl AaXKe He CMOXKELLb J0ragaTbCA 0 TOM, YTo dpoTorpadus,
pasmelleHHas 5 1eT Hasag, cTana NPUMYMHOMN OTKasa NPUHATL Tebs Ha pabory.

KommeHTapuu, pasmelleHne TBoux potorpaduii n apyrue gericTemna MoryT He MCYE3HYTb AaKe nocse
TOrO, KaK Tbl UX yAanuwsb. Tbl HE 3HaELb, KTO COXPaHWUA 3Ty MHPOPMALMIO, NOMNana M OHa B MOUCKOBbIE
CUCTEMbI M COXPaHWAACh I OHa, a FaBHOE: YTO NoAyMatoT 0 Tebe OKpyKatollee Noam, KOTopble HalayT
M yBUAAT 3T0. HalTK MHOOPMALLMIO MHOTO NIET CYCTA CMOMKET N060M — KaK U3 f06pbix NOBYKAEHWUH, TaK
M C HaMepeHnem NPUINHNUTL Bped,. ITO MOXKET BbITb KTO YroAaHO.

OCHOBHble COBETbI MO 3aLmTe UNdPOBOI penyTaumu:
Moaymai, npexae yem 4To-To Ny6AMKOBaATh M NepeaasaTb y ceba B 610re UK B COLMANbHON CETH;

B HacTpoiKax npoduna ycTaHOBM OrpaHNYeHna Ha MPOCMOTP TBOEro Npodusa 1 ero CoaepPKUMOro,
caenan ero TONbKO «ANA Apy3en»;

He pa3meLlian 1 He ykasbiBah MHGOPMALMIO, KOTOPAs MOXKET KOro-1nbo 0CKopOAATb MM 0buXKaTb.
Aemopckoe npaso

CoBpeMEHHbIE LKONbHUKKN — aKTUBHbIE N0/b30BaTeNN LM$POBOro NpocTpaHcTea. OQHAKO AaNeEKO He
BCE 3HAIOT, YTO NO/Ib30BaHME MHOTMMM BO3MOXKHOCTAMM LMbPOBOro mupa TpebyeT cobatoaeHnsa npas
Ha MHTENNEKTYaNbHY0 COBCTBEHHOCTD.

Tele/IH «KUHTENNEKTYa/IbHaA COBCTBEHHOCTbY OTHOCUTCA K Pa3INYHbIM TBOPEHNAM HenoBevyeCKoro yma,
Ha4YMNHaA C HOBbIX M306pETEHVIl7I 1 3HAKOB, 0603Haqarouj,mx COBCTBEHHOCTb Ha NPOAYKTbI U yCNyrn, n
3aKaH4YMBaA KHUramm, d)OTOFpad)MFIMVI, KMHO(bM/'IbMaMVI N My3blKa/ibHbIMU Npon3BeaeHNAMN.

ABTOpPCKME NpaBa — 3TO NpaBa Ha MHTEe//IeKTya/IbHYI0 COB6CTBEHHOCTb Ha NPOMU3BEAEHUA HayKH,
NNTepaTypbl U UCKYCCTBA. ABTOPCKME NpaBa BbICTYNatoT B KAYeCTBE rapaHTUM TOro, YTo
MHTENNEeKTYaNbHbIN/TBOPUYECKUIA TPYA aBTopa He ByAeT HanpacHbIM, AAcCT emy CnpaBes/ivBble
BO3MOXHOCTM 3apaboTaTh Ha pesy/ibTaTax CBOEro Tpyaa, NoayYnTb M3BECTHOCTb M MPU3HaHUe. HMKTO
6e3 paspeLueHna aBTopa He MOYKET BOCMPON3BOAMTL €r0 NPoU3BeAeHNe, PAacnpPOCTPaHATb, NybANYHO
AEeMOHCTPUPOBaTh, NPOAAaBaTh, UMMOPTMPOBATb, MYCKaTb B MPOKaT, Ny6ANUYHO UCMONHATD,
MOKa3blBaTb/UCMNONHATL B 3GUpe UM pasmeLatb B MHTepHeTe.

Mcnonb3oBaHMe «MUPaATCKOro» NPorpammHoOro obecneyeHns MoKeT npmneectn K MHOTMM PUCKaM: OT
noTepn AaHHbIX K TBOMM aKKayHTam 40 6ﬂ0KVIpOBKM TBOEro yCTpOI?ICTBB, roe yCraHoB/1eHa HenerasibHaAa
nporpamma. He ctouT Takke 3a6bIBaTb, YTO CyWL,ECTBYET /ieraJibHble U 6ecnnaTHble nporpammel,
KOTOpbleé MOXXHO HaNTW B CETU.

O nopmane

CETeBI/ILIOK.pd) — TBOW r1aBHbI COBETUYMK B CETMU. 34ecb Tbl MOXelb Y3HaTb O 6e30nacHOCTU B ceTh
NMOHATHbIM U AOCTYNHbIM A3bIKOM, a NPN BOSHUKHOBEHUUN KpMTM‘-IeCKOﬁ cntyaummn O6paTMTbCF| 3a
coBeTOM. A TaKXe MPUHATb y4acTMe B KOHKYypCax U CTaTb CamMbiM Ll,VId)pOBbIM Fpa)K,EI,aHMHOM!






